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,QIRUPDWLRQVHFXULW\SOD\VDSLYRWDOUROHQRZDGD\V6RIDUDVSHUOLWHUDWXUHVXUYH\WKHNH\LVIL[HGGXULQJWKHHQWLUH
WUDQVPLVVLRQKHQFH WKHSUREDELOLW\RI IUHTXHQF\DWWDFN LQFUHDVHV LQFDVHRI UHGXQGDQWPHVVDJH WUDQVPLVVLRQ+HUH
ILUVWZHIRFXVWKHFXUUHQWZD\RIKDQGOLQJNH\ZLWKLQFUHDVLQJNH\VL]HRIV\PPHWULFNH\EDVHGFU\SWRV\VWHPVDQG
LWV IXWXUH FRQVHTXHQFHV /DWHU ZH ZLOO SUHVHQW VRPH WHFKQLTXH ZKHUH WKH NH\ LV PDGH WR YDU\ IURP VHVVLRQ WR
VHVVLRQKHQFHHYHQWKRXJKWKHKDFNHUKDFNVWKHNH\RIVHVVLRQLLWZLOOEHQRWYDOLGIRURULJLQDOPHVVDJHH[WUDFWLRQLQ
VHVVLRQ LRQZDUGV:HFDQDOVRHQKDQFHWKHVHFXULW\ OHYHOEDVHGRQYDULDELOLW\FRQFHSWDSSOLHGRQ WKHPHVVDJH
XVLQJDQRSWLPXPIXQFWLRQDFFRUGLQJO\WKHUHFHLYHUZLOOUHFHLYHWKHGDWDFRUUHFWO\DIWHU WKHDSSOLFDWLRQRIUHYHUVH
RSHUDWLRQRIWKDWSDUWLFXODURSHUDWLRQ
 $QRWKHUDVSHFWRIWKLVFKDSWHULVWKHPHWKRGRIVKDUHGNH\FRPSXWDWLRQXVLQJSDUDPHWHUL]HGDSSURDFK,Q
WKLVVHFWLRQZHKDYHSRLQWHGRXWWKHPHWKRGRINH\JHQHUDWLRQZLWKRXWWKHWUDQVPLVVLRQRIHQWLUHNH\WKURXJKRXWWKH
FRPPXQLFDWLRQ FKDQQHO +HQFH LQVWHDG RI MXVW SDVVLQJ WKH HQWLUH NH\ZHZLOO WUDQVPLW WKH SDUDPHWHUV RQO\ 7KH
VWDQGDUGZHFRPSXWHDUHVXOWEDVHGRQDSDUWLFXODUIXQFWLRQLQYROYLQJWKRVHSDUDPHWHUDQGUHFHLYHUZLOODOVRGRVR
7KH EHDXW\ RI WKLV VHFWLRQ LV WKDW HYHQ WKRXJK WKH VHQGHU DQG UHFHLYHU KDV DSSOLHG WZR GLIIHUHQW IXQFWLRQ ZLWK
LGHQWLFDOSDUDPHWHUVYDOXHEXWVWLOOWKHUHVXOWLVVLPLODUDQGKHQFHWKDWLVWKHVKDUHGNH\XVHGIRUWKHFRPPXQLFDWLRQ
DPRQJWKHPVHOYHV+HQFHIURPRXURULJLQDOFRQWULEXWLRQLQWKLVVHFWLRQZHFDQUHYHDOWKDWLQFU\SWRORJ\WKHUHLVQR
QHHG WR VHQG WKH HQWLUH NH\ WR WKH UHFHLYHU 7KH IXUWKHU VFRSH RI ZKDW LQ WKLV VHFWLRQ LV JHQHUDWLRQ RI D SDWHQW
SURYLGHGWKHUHLVJHQHUDWLRQRINH\EDVHGRQUHYHUVLEOHIXQFWLRQOLNH;25

&LSKHUWH[W )B(QFU\SWSODLQWH[WNH\
3ODLQWH[W )B'HFU\SW&LSKHUWH[WNH\
7UDGLWLRQDOO\)B(QFU\SWDQG)B'HFU\SW ;25RSHUDWLRQ 


6\PEROLFDOO\ < ; .,IZHJHW WKHYDOXHRI<DQGNQRZLQJ.WKHQZHZLOOJHW;IURP; . <7KLV
OHDGVWRVFRSHIRULQYHVWLJDWLRQRIDQRWKHUVLPLODUUHYHUVLEOHIXQFWLRQ
1.1. Analysis of convention fixed length key with increasing key size 
,QWKLVVHFWLRQZHZLOOIRFXVRQEDFNJURXQGIRU$9.EDVHGFU\SWRV\VWHP)RUWKLVZHZLOOILUVWIRFXVRQVRPH
SRSXODUV\PPHWULFFU\SWLFDOJRULWKPVDQGZLOOSUHVHQWWKHEHKDYLRURIHQFU\SWLRQDQGGHFU\SWLRQRIV\PPHWULF
FU\SWLFDOJRULWKPXVLQJDZHEEDVHGWRRO6*FU\SWHUGHGLFDWHGO\GHYHORSHGIRUWKLVSXUSRVHDQGZLOOILQGRXW
HIILFLHQWDOJRULWKPDPRQJ'(6'(6%ORZ)LVK7ZR)LVK7KHVHDOJRULWKPLQFUHDVHVNH\VL]HWRHQKDQFHVHFXULW\
7DEOH6RPH6\PPHWULFNH\DOJRULWKPV

61R $OJRULWKP %ORFNVL]H .H\OHQJWK
 '(6 ELWV ELWV
 '(6 ELWV RUELWV
 5& ELWV ELWVYDULDEOHOHQJWKNH\
 %ORZILVK ELWV ELWVYDULDEOHOHQJWKNH\
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 7ZR)LVK ELWV RUELWV
6LQFHWKHUHH[LVWPDQ\V\PPHWULFNH\DOJRULWKPVIRUGRLQJWKHVDPHWDVNRIFLSKHUJHQHUDWLRQDQGSURFHVVLQJKHQFH
LW LVPRVW REYLRXV TXHVWLRQ FRPHV LQWR RXUPLQG WKDWZKLFK RQH LV EHVW":KLFK RQH LVPRVW VHFXUH DQG HQHUJ\
HIILFLHQW"7KHVWDWHRIDSSURDFKLQV\PPHWULFFU\SWRV\VWHPIRULQFUHDVLQJWKHVHFXULW\LVLQFUHPHQWIURPWRELWWR
ELWRUWRRUELWRUEH\RQGEXWGRHVLWFRPSURPLVHVWKHFRPSXWDWLRQWLPHDQGVWRUDJHFRVW,QRUGHU
WR FKRRVH HIILFLHQW RU RSWLPXP V\PPHWULFNH\ DOJRULWKP IURP D OLVW RI V\PPHWULF NH\ DOJRULWKPV VXFK DV'(6
'(6%/2:),6+DQG7:2),6+$QDO\VLVRUFRPSDULVRQDSSURDFKPD\KHOSRQHWRJHWWKHEHVWRXWRIWKHPZLWK
RQOLQH WRRO WRDQDO\]HRUFRPSDUH IRUGHFLVLRQPDNLQJZLWKSDUDPHWHUV OLNHHQFU\SWLRQGHFU\SWLRQ WLPHNH\VL]H
GDWD VL]H SRZHU FRQVXPSWLRQ HWF IRU MXGJLQJ ZKLFK RQH LV WKH EHVW DPRQJ WKHP RQH VXFK WRRO LV 6FULSWHU
KWWSVJRRJOLY:[:H

1.2. SGcrypter tool  for analysis of symmetric algorithm using   SGcrypter tool 
6*FU\SWHU LV FXVWRPL]HG ZHE WRRO 6KDOLJUDP*DXUDY FU\SWHU WRRO FUHDWHG IRU DQDO\VLV RI FU\SWLF DOJRULWKPV
V\PPHWULFNH\EDVHG WR DQDO\]H V\PPHWULFNH\ DOJRULWKPVXVLQJ WKH6*FU\SWHU IRU VWDWLVWLFVJHQHUDWLRQGXULQJ
HQFU\SWLRQRUGHFU\SWLRQGLIIHUHQWFDVHVFDQEHFRQVLGHUHG7KHWRROVXSSRUWVFDVHVRIHQFU\SWLRQDQGGHFU\SWLRQ
DQG SURYLGHV  W\SHV RI JUDSKV DQG  W\SHV RI DQDO\VLV WDEOHV WKDW DLG LQ WKH DQDO\VLV RI WKHVH DOJRULWKPV LQ D
FRQYHQLHQWPDQQHU7KLVZHEWRRO6*FU\SWHUKDVEHHQGHYHORSHGZLWKVRPHZHEWHFKQRORJLHVVXFKDV3+3+70/
&66-DYD6FULSW%RRWVWUDSDQG'LJUDSK$GREH3KRWRVKRSKDVEHHQXVHGIRUDOLWWOHGHVLJQLQJSXUSRVH7KHKRPH
VFUHHQ RI 6*FU\SWHU SURYLGHV  FDWHJRULHV RI JUDSKVZKLFK DJDLQ KDV  VXEFDWHJRULHVPDNLQJ LW DEOH WR SURGXFH
RYHUDOOW\SHVRIJUDSKV7KHKRPHVFUHHQDOVRKDVDOLQNWRGRZQORDGWKHWHVWILOHVIRUNH\VDQGGDWD
6WHS2QFOLFNLQJWKHEXWWRQIRUDQ\FDWHJRU\WKHXVHULVUHGLUHFWHGWRWKHFRQFHUQLQJSDJHZKHUHRQHPD\DVNHG
WRSURYLGHGDWDILOHVNH\NH\ILOHVHWFGHSHQGLQJRQWKHW\SHRIFDWHJRU\WKHXVHUKDVVHOHFWHG
6WHS)HHGDOOWKHLQIRUPDWLRQDQGJHWWKHDQDO\VLVUHSRUW
$QDO\VLVUHVXOWLVDVHWRIWDEOHVDQGJUDSKVDUHJHQHUDWHG:LWKYDULRXVFRPELQDWLRQVRILQSXWRIGLIIHUHQWVL]HDQG
GLIIHUHQWNH\OHQJWKVZHSUHVHQWRQHH[DPSOH )RU LOOXVWUDWLRQSXUSRVHZHWDNHUDQGRPVHWRI LQSXWILOHVDQGNH\
ILOHVZLWKGLIIHUHQWVL]HVIRUHOXFLGDWLRQ7KHFDVHVFDWHJRULHVRIJUDSKVVXSSRUWHGE\6*FU\SWHUDUHDVIROORZ
 
Ɣ &DWHJRU\ ,6WXG\ RI LQSXW'DWD VL]HZLWK H[HFXWLRQ WLPH 'XULQJ(QFLSKHULQJ SURFHVV ,W SURYLGHV
JUDSKVIRUHQFU\SWLRQXVLQJDVLQJOHNH\DQGGLIIHUHQWGDWDILOHV
Ɣ &DWHJRU\ ,, 6WXG\ RI LQSXW'DWD VL]H RQ H[HFXWLRQ WLPH 'XULQJ 'HFLSKHULQJ SURFHVV ,W SURYLGHV
JUDSKVIRUGHFU\SWLRQXVLQJDVLQJOHNH\DQGGLIIHUHQWGDWDILOHV
Ɣ &DWHJRU\,,,6WXG\RIYDULDWLRQLQ.H\VL]HRQH[HFXWLRQWLPH'XULQJ(QFLSKHULQJSURFHVV,WRXWSXWV
JUDSKVIRUHQFU\SWLRQXVLQJDIL[HGVL]HGGDWDDQGGLIIHUHQWNH\ILOHV
Ɣ &DWHJRU\,96WXG\RIYDULDWLRQRI.H\VL]HYVH[HFXWLRQWLPHJUDSKV'XULQJ'HFLSKHULQJSURFHVVLW
DQDO\VHVHIIHFWRINH\YDULDWLRQRQGHFU\SWLRQXVLQJDIL[HGVL]HGGDWDDQGGLIIHUHQWNH\ILOHV

1.3. Performance metrics used by SGcrypter 
)ROORZLQJSDUDPHWHUVDUHFRQVLGHUHGIRUHIILFLHQF\FRPSDULVRQXVLQJ6*FU\SWHU
 .H\ /HQJWK NH\ VL]H LV GLUHFWO\ SURSRUWLRQDO WR VHFXULW\ OHYHO ,W GLUHFWO\ LQIOXHQFHV WKH JUHDWHU
HQFU\SWLRQGHFU\SWLRQWLPH
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 'DWDVL]H,WLVVL]HRILQSXWLQIRUPDWLRQILOH/DUJHUGDWDVL]HPD\UHVXOWLQLQFUHDVHGHQFU\SWLRQGHFU\SWLRQ
WLPH
 (QFLSKHULQJ'HFLSKHULQJ WLPH ,W LV WKH FRQYHUVLRQ WLPH WKDW GHSHQGV RQ WKH FRPSOH[LW\ RI DOJRULWKP
SURFHVVRU VSHHG 5$0 DQG RWKHU IDFWRUV RI WKH RSHUDWLQJ HQYLURQPHQW $OJRULWKP ZLWK OHVVHU
HQFU\SWLRQGHFU\SWLRQWLPHLVFRQVLGHUHGWREHEHWWHU
 7KURXJKSXW 7KH UDWLR RI WRWDO SODLQWH[W LQ 0% WR EH HQFU\SWHGGHFU\SWHG DQG WRWDO
HQFU\SWLRQGHFU\SWLRQWLPHIRUHDFKDOJRULWKP*UHDWHUWKHWKURXJKSXWOHVVHUWKHSRZHUFRQVXPSWLRQ7KH
WHFKQLTXHZLWKPD[LPXPWKURXJKSXWZLOOEHPRVWHIILFLHQW

1.4. Observation  from  SGcrypter tool 
7KH 2EVHUYDWLRQ RI (QFU\SWLRQ DQG 'HFU\SWLRQ WLPH RQ YDULDEOH OHQJWK RI LQSXW ILOH )LOH VL]H YDULDWLRQ  DUH
GHPRQVWUDWHGLQ WDEOH DQG7KHUHODWLYHEHKDYLRURIYDULDWLRQLQNH\VL]HLVGHSLFWHGLQ WDEOHDQG7KHILUVW
FDWHJRU\DQDO\VLVYDULHVLQSXWGDWDILOHVL]HDQGFRPSXWHUVH[HFXWLRQWLPHDQDO\VLV7DEOH7KHVHFRQG&DWHJRU\
GHPRQVWUDWHVHIIHFWRIYDULDWLRQRILQSXWGDWDVL]HDQGFRPSXWDWLRQRIH[HFXWLRQWLPHDQDO\VLVIRUGHFU\SWLRQXVLQJD
VLQJOHNH\DQGGLIIHUHQWGDWDILOHV7DEOH7KHREVHUYDWLRQRI(QFU\SWLRQDQG'HFU\SWLRQWLPHRQYDULDEOH.H\
OHQJWKRI$OJRULWKP.H\VL]HYDULDWLRQLVVXPPDUL]HGE\FULWHULDDQG,QWDEOH.H\VL]HYVH[HFXWLRQWLPH
DQDO\VLV IRU HQFU\SWLRQ XVLQJ D IL[HG VL]HG GDWD DQG  GLIIHUHQW NH\ ILOHV 'DWD VL]H .% 7KH ODVW&DWHJRU\
UHFRUGVYDULDWLRQRI.H\VL]HDQGFRUUHVSRQGLQJHIIHFWRQH[HFXWLRQWLPHJUDSKVIRUGHFU\SWLRQXVLQJDIL[HGVL]HG
GDWDDQGGLIIHUHQWNH\6L]HDSSOLHGRQ'DWDVL]H.%
7DEOH(QFU\SWLRQWLPHWDNHQE\HDFKV\PPHWULFDOJRULWKPFRPSXWHGZLWKUHVSHFWWRYDULRXVILOHLQSXWVL]H
)LOHLG
'DWD)LOH6L]H
,Q.%
'(6
$OJRULWKP
,Q6HF
'(6
$OJRULWKP
,Q6HF
%ORZILVK
$OJRULWKP
,Q6HF
7ZR)LVK$OJRULWKP
,Q6HF
     
     
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     
 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     
     
     
     
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1.5. Output plots  of variation in the input  files or key size 
7KH EHKDYLRU RI FRQYHQWLRQDO V\PPHWULF NH\ EDVHG DOJRULWKPV LV GHPRQVWUDWHG LQ IROORZLQJ JUDSK DQG SURYLGHV
XVHIXOLQVLJKWV5HIHUILJDQG

7DEOH(QFU\SWLRQWLPHWDNHQE\HDFKV\PPHWULFDOJRULWKPFRPSXWHGZLWKUHVSHFWWRYDULRXV.H\VL]HV

)LOH
LG
.H\6L]H
,Q
%\WHV
'(6$OJRULWKP
,Q6HF
'(6$OJRULWKP
,Q6HF
%ORZILVK$OJRULWKP
,Q6HF
7ZR)LVK$OJRULWKP
,Q6HF
     
     
     
     
     


7DEOH(QFU\SWLRQWLPHWDNHQE\HDFKV\PPHWULFDOJRULWKPFRPSXWHGZLWKUHVSHFWWRYDULRXV.H\VL]HV

)LOHLG
.H\6L]H
,Q%\WHV
'(6
$OJRULWKP
,Q6HF
'(6$OJRULWKP
,Q6HF
%ORZILVK$OJRULWKP
,Q6HF
7ZR)LVK$OJRULWKP
,Q6HF
     
     
     
     
     
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
)LJ*UDSKLFDO5HSUHVHQWDWLRQRI&U\SWLFWLPHYDULDWLRQZLWKYDULDWLRQLQVL]HRILQSXWILOH
(QFLSKHULQJWLPHWDNHQ 3ORWVIRU'HFLSKHULQJ7LPH

5HODWLYHFRPSDULVRQRIHQFU\SWLRQWLPHE\
DOODOJRULWKPV

5HODWLYHFRPSDULVRQRIGHFU\SWLRQWLPHE\
DOODOJRULWKPV
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)LJ*UDSKLFDO5HSUHVHQWDWLRQRI&U\SWLFWLPHYDULDWLRQZLWKYDULDWLRQLQ.H\/HQJWK




 
1.6. Inference  from the analysis of conventional symmetric key based algorithms 
)URPWKHWDEOHDQGILJDQGLWFDQEHFRQFOXGHGWKDW7KHFXUUHQWWUHQGVRILQFUHDVLQJNH\VL]HPD\QRWEH
VXLWDEOHIRUIXWXUHVFHQDULR%HFDXVHFRQYHQWLRQDOWHFKQLTXHVWRHQFU\SWGHFU\SWGDWDRIGLIIHUHQWVL]HVXVLQJVDPH
NH\RUGDWDRIIL[HGVL]HXVLQJGLIIHUHQWNH\VZLWKGLIIHUHQWVL]HV

 7LPHWDNHQE\7:2),6+LVPLQLPXPIRUERWKHQFU\SWLRQDQGGHFU\SWLRQIRUDOOVL]HFRPELQDWLRQVRIGDWD
DQGNH\
 (IILFLHQF\RI7:2),6+DQG%/2:),6+KDVDYHU\FORVHFRPSHWLWLRQLQHIILFLHQF\
 7LPH WDNHQE\'(6 LVPD[LPXPDPRQJ DOO FDVHV DQG VR LW LV OHDVW HIILFLHQW RQ HQFU\SWLRQGHFU\SWLRQ WLPH
SDUDPHWHUDPRQJWKHVHDOJRULWKPV
 7KH RUGHU RI HQFU\SWLRQGHFU\SWLRQ WLPH WDNHQ E\ WKHVH WHFKQLTXHV LV DVFHQGLQJ RUGHU LV 7:2),6+ 
%/2:),6+'(6'(6:KHWKHUZHDUHHQFU\SWLQJRUGHFU\SWLQJGLIIHUHQWGDWDZLWKGLIIHUHQWVL]HZLWK
WKHVDPHNH\RULQWKHFDVHZKHQZHHQFU\SWGHFU\SWDIL[HGVL]HGDWDZLWKGLIIHUHQWNH\VZLWKGLIIHUHQWVL]HV
 7KH WKURXJKSXW IRU7:2),6+ LVPD[LPXPDQGKHQFH7:2),6+ZLOO FRQVXPH OHDVW SURFHVVLQJSRZHU DQG
UHFRPPHQGHG IRU ORZ SRZHU GHYLFHV DQG RI FRXUVH IRU ,27 2Q WKH RWKHU KDQG '(6 ZLWK PD[LPXP
SURFHVVLQJ SRZHUZLWKPLQLPXP WKURXJKSXW KDYH WR WKLQN IRU DOWHUQDWLYH VROXWLRQV 7KH HQKDQFHPHQWV RYHU
WKHVHDOJRULWKPDOWHUQDWLYHVWUDWHJLHVZLOOEHGLVFXVVHGLQQH[WXQLW
,QWKHQH[WVHFWLRQZHSUHVHQWWKHDOWHUQDWLYHVWUDWHJ\RIWKLVFDQEHDGYRFDWHGE\IL[LQJXSWKHNH\VL]HDQGFKDQJH
LW

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$XWRPDWLF9DULDEOH.H\EDVHG&U\SWRV\VWHP
2QWKHEDVLVRIGLVFXVVLRQLQSUHYLRXVVHFWLRQVDQGFRQVLGHULQJWDEOHDQGLWFDQEHK\SRWKHVL]HGWKDWDSDUW
IURP LQFUHDVLQJ WKH NH\ VL]H WR KDUGHQ WKH GHFU\SWLRQE\ LQWUXGHU RQH FDQXVH WKH DSSURDFKRI XVLQJ$XWRPDWLF
9DULDEOH.H\ $9. FU\SWRV\VWHPVZKHUH WKH NH\ LVPDGH WR YDU\ IURP VHVVLRQ WR VHVVLRQ 7KLV DSSURDFKZLOO
QHLWKHU FRPSURPLVHZLWK WKH VHFXULW\ RI WKH DOJRULWKP QRU GRHV LW FRQVXPHPRUH FRPSXWDWLRQ WLPH HYHQ GHYLFH
SRZHU7KLVDSSURDFKLVPRUHVHFXUHEHFDXVHHYHQLIWKHFU\SWDQDO\VWRUKDFNHUJDLQVWKHNH\RISUHYLRXVVHVVLRQ
WKHNH\ZLOO FKDQJH LQ WKHQH[W VHVVLRQPDNLQJ LW WKHRUHWLFDOO\ LPSRVVLEOH WRH[WUDFW WKHRULJLQDOPHVVDJH LQQH[W
VHVVLRQ0RUHRYHUWKLVDSSURDFKFRQVXPHVOHVVSRZHUDVLWXVHVUHODWLYHO\VPDOO$9.LQVWHDGRIXVLQJODUJHVWDWLF
NH\V0RUHRYHUWKHVHVVLRQZLVHNH\YDULDELOLW\PDNHVLWUHVLVWLYHDJDLQVWYXOQHUDELOLW\(YHQWKRXJKWKHPDOLFLRXV
DWWDFNHUKDFNV WKH NH\ RI VHVVLRQ L LWZLOO EHQRW YDOLG IRU RULJLQDOPHVVDJH H[WUDFWLRQ LQ VHVVLRQ L RQZDUGV
$QRWKHUDVSHFWRI$9.LVFRPSXWDWLRQRIVKDUHGNH\XVLQJSDUDPHWHUVRQO\ZLOOEHGLVFXVVHGLQVHFWLRQ7KLV
ZLOO VXSSRUWNH\JHQHUDWLRQZLWKRXW WKH WUDQVPLVVLRQRIHQWLUHNH\ WKURXJKRXW WKHFRPPXQLFDWLRQFKDQQHO+HQFH
LQVWHDGRIMXVWSDVVLQJWKHHQWLUHNH\WKHDOJRULWKPZLOOWUDQVPLWWKHSDUDPHWHUVRQO\7KHHQWLUH$9.IUDPHZRUNLV
SUHVHQWHGLQILJ
,QILJWKHVHQGHUQRGH$DQGWKHUHFHLYHUQRGH%FRPSXWHVDNH\ZLWKVRPHSUHGHILQHGSDUDPHWHUVVXSSOLHGWR
D SDUWLFXODU IXQFWLRQ SURFHVVLQJ WKHVH SDUDPHWHUV 7KH EHDXW\ RI WKLV VHFWLRQ LV WKDW HYHQ WKRXJK WKH VHQGHU DQG
UHFHLYHUKDYHDSSOLHGWZRGLIIHUHQWIXQFWLRQVZLWKLGHQWLFDOSDUDPHWHUYDOXHVEXWVWLOOWKHUHVXOWLVVLPLODUDQGKHQFH
WKLVLVWKHVKDUHGNH\XVHGIRUWKHFRPPXQLFDWLRQDPRQJWKHP)XUWKHUVFRSHRIWKLVVHFWLRQLVWKHJHQHUDWLRQRID
IXQFWLRQSURYLGHG WKHUH LVJHQHUDWLRQRINH\EDVHGRQUHYHUVLEOHIXQFWLRQ OLNH;25LH; [RU. <:KHUH¶G LV
PHVVDJH.EHLQJWKHNH\<LVWKHFLSKHUDQG[RULVWKHHQFU\SWLRQIXQFWLRQ
,I UHFHLYHUV JHWV WKH YDOXH RI < DQG . KHVKH ZLOO JHW SODLQWH[W ; EHFDXVH ; . [RU < 7KLV OHDGV WR DQ
LQYHVWLJDWLRQIRUIHDVLELOLW\RIDQRWKHUVLPLODUIXQFWLRQ,QWKLVLQYHVWLJDWLRQZRUN,KDYHDOVRLQWURGXFHGWKHFRQFHSW
RIFLSKHUJHQHUDWLRQEDVHGRQIRUPXODIRUNH\JHQHUDWLRQIURPVHVVLRQWRVHVVLRQDQGM LQWHJHULQWKHIRUPRIP
ZKHUHP «Q WRWDOQXPEHURIIUDPHVREWDLQHGIURPGLYLVLRQRIWKHRULJLQDOPHVVDJH+HQFHIURPWKH
DERYHHTXDWLRQLIDQ\RQHFRPSXWHVWKHFLSKHUEDVHGRQWKHYDOXHVRIMEHLQJ7KHQLQWKHUHFHLYHUVLGH
GXULQJWKHFLSKHUUHWULHYDOUHFHLYHUKDVWRDSSO\WKHVLPLODURSHUDWLRQEXWXVLQJUHYHUVHVHTXHQFHYDOXHRIMLH«
DQG7KHFLSKHUVDUHJHQHUDWHGIURPWKHRULJLQDOGDWDZLWKRXWWKHQHFHVVLW\RIDQ\NH\7KLVZLOOUHYHDOP\
RULJLQDO FRQWULEXWLRQ RI WKH FRQFHSW RI FLSKHU JHQHUDWLRQ DORQJ ZLWK WKH H[LVWLQJ VFKHPH RI FODVVLFDO FLSKHU
JHQHUDWLRQ








)LJ)UDPHZRUNRI$9.EDVHGFU\SWRV\VWHPZLWKVFRSHRISDUDPHWHUL]HGNH\FRPSXWDWLRQ



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)ROORZLQJWKHDERYHFRQFHSWDIUDPHZRUNFDQEHGHYHORSHGIRU$9.EDVHGFU\SWRV\VWHPRIV\PPHWULFNH\)LJ
HOXFLGDWHV WKHZRUNLQJ RI$9. EDVHG FU\SWRV\VWHP DQG LWV GLVVHFWLRQ IURP FU\SWDQDO\VW SRLQW RI YLHZ1RGH$
$OLFHKDVDPHVVDJH0LLQVHVVLRQLDQGLVHQFLSKHUHGZLWKWKHNH\VD\.LIRUWKDWVHVVLRQDQGWUDQVPLWVLWDV
FLSKHU WH[W&L 7KHFLSKHU WH[W WUDYHOVRYHUFRPPXQLFDWLRQPHGLXPDQG LV UHFHLYHGE\DUHFLSLHQW1RGH%%RE
ZKHUHWKHSODLQWH[WLQIRUPDWLRQZRXOGEHUHFRYHUHGDVVRRQDVWKHUHYHUVHSURFHVVGRQHDWQRGH$1RZ$$OLFH
KDVQHZPHVVDJH0MLQVHVVLRQMDQGLVHQFLSKHUHGZLWKWKHNH\RIWKDWVHVVLRQVD\.MDQGWUDQVPLWVLWDVFLSKHUWH[W
&M 7KH FLSKHU WH[W WUDYHOV RYHU FRPPXQLFDWLRQ PHGLXP DQG UHFHLYHG E\ D UHFLSLHQW 1RGH % %RE ZKHUH WKH
SODLQWH[WLQIRUPDWLRQZRXOGEHUHFRYHUHGDVWKHUHYHUVHSURFHVVLVFRPSOHWHGDWQRGH$,QWKLVZD\ERWKVHVVLRQV
ZLWKGLIIHUHQWNH\VZLOOZRUNVHFXUHO\7KHILJDOVRKLJKOLJKWVWKDWRYHUWKHFRPPXQLFDWLRQFKDQQHOWKHNH\LVQRW
H[FKDQJHGLQVWHDGLWLVH[FKDQJHGLQWHUPVRISDUDPHWHUVRQO\,QWKLVZD\WKHNH\LVPRUHVHFXUHLWDGGVDOHYHORI
VHFXULW\7KHFLSKHUWH[WORJPD\EHFDSWXUHGE\KDFNHURUFU\SWDQDO\VW,WFDQEHPLQHGWRH[WUDFWSDWWHUQVIURPWKH
ORJVDQGYDULHW\RIWRROVDQGPHWKRGVFDQEHDSSOLHGRQLWWRH[SORLWWKHZHDNQHVVRUKDUYHVWWKHVHFXUHLQIRUPDWLRQ
3DUDPHWHUL]HG$9.EDVHG&U\SWRV\VWHP
7KHERWWRPSDUWRI IUDPHZRUN)LJDOVRKLJKOLJKWV WKHPHFKDQLVPRINH\FRPSXWDWLRQXVLQJSDUDPHWHUVRQO\
%RWK$OLFHDQG%REZLOOFRPSXWHNH\VXVLQJSDUDPHWHUVE\H[FKDQJLQJLWRYHUFRPPXQLFDWLRQPHGLXP7KLVFDQEH
LOOXVWUDWHGXVLQJIROORZLQJDOJRULWKPV
$OJRULWKPSDUDPHWHUV.H\$OLFHSDUDPHWHUVSS
^
 6HQVHSDUDPHWHUVSS
 &RPSXWHWKHNH\IRULQIRUPDWLRQH[FKDQJHE\NH\L SS
 6HQVHWKHLQIRUPDWLRQWRH[FKDQJH 'L
 ,IPRGH  WUDQVPLW
*HQHUDWH&LSKHUWH[W&L IB(QFU\SW'LNH\L
7UDQVPLW&L
 HOVH
5HFHLYH3ODLQWH[W3L IB'HFU\SW'LNH\L
8VH3L
`

$OJRULWKP3DUDPHWHUV.H\%RESDUDPHWHUVSS
^
 6HQVHSDUDPHWHUVSS
 &RPSXWHWKH$ULWKPHWLF0HDQ$0 SS
 &RPSXWHWKH+DUPRQLF0HDQ+0SSSS
 &RPSXWHWKH.H\L $0+0
 ,IPRGH  WUDQVPLW
*HQHUDWH&LSKHUWH[W&L IB(QFU\SW'LNH\L
7UDQVPLW&L
 HOVH
5HFHLYH3ODLQWH[W3L IB'HFU\SW'LNH\L
8VH3L
`

7KXV WKH $9. EDVHG V\VWHPZRUNV DSSURSULDWHO\ ZLWK RSWLPXP SRZHU UHTXLUHPHQW ,Q OLWHUDWXUH D QXPEHU RI
UHDGLO\DYDLODEOHHYLGHQFHVMXVWLI\WKDWLQFUHDVLQJWKHNH\OHQJWKPD\QRWEHDJRRGDVLWLQFUHDVHVWKHFRPSXWDWLRQ
WLPHDQGSRZHUUHTXLUHPHQW:KHQWKHNH\VL]HLVIL[HGDQGYDULHGVHVVLRQWRVHVVLRQWKHV\VWHPQRWRQO\LPSURYHV
WKHNH\VL]HEXWDOVRKHOSV LQDFKLHYLQJHQHUJ\HIILFLHQF\ WKURXJKVPDOO VL]HGSDUDPHWHUV6XEVHTXHQWVHFWLRQVRI
FU\SWLFPLQLQJZLOOGHDOZLWKWKHVWXG\RIFU\SWRV\VWHPIURPKDFNHURUFU\SWDQDO\VWSHUVSHFWLYH
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$QDO\VLVRIVWUHQJWKDQGZHDNQHVVRIV\PPHWULFDQGSDUDPHWHUL]HGFU\SWRV\VWHP
,Q WKLV VHFWLRQ ZH ZLOO LQYHVWLJDWH WKH VWUHQJWK DQG ZHDNQHVV RI $9. EDVHG FU\SWRV\VWHP IURP FU\SWDQDO\VW
SHUVSHFWLYH:HZLOOFRPHWRNQRZKRZPXFK$9.DSSURDFKLVUHVLVWLYHWRZDUGVDQ\FU\SWDQDO\VWRUKDFNHUDWWDFN
:KDWDUHFKDQFHVLIV\VWHPLVYXOQHUDEOHKRZRQHFDQPLQLPL]HWKHORVVRUSUHGLFWLRQV"7KHVXEVHTXHQWVHFWLRQV
ZLOOFODULI\WKHSURFHGXUH
4.1. Investigation of algorithm for identification of weakness of symmetric algorithm 
,QYHVWLJDWLRQ RI DSSOLFDWLRQ RI WHFKQLTXHV RI GDWD PLQLQJ LQ &U\SWRJUDSK\ GRPDLQ IRUPV WKH EDVLV RI &U\SWLF
0LQLQJ&U\SWLF0LQLQJWRROVDUHWKHVHWRIWHFKQLTXHVIRUIROORZLQJDFWLYLWLHV2ULJLQDOO\GDWDPLQLQJPHWKRGVDUH
FRQFHUQHGZLWK LQIRUPDWLRQ H[WUDFWLRQ DW DSSOLFDWLRQ OHYHO RU IRU EXVLQHVV DQG FRPPHUFLDO QHHG RI LQGLYLGXDO RU
RUJDQL]DWLRQ7KHWHUP&U\SWLF0LQLQJLVXVHGIRUORZOHYHOLQIRUPDWLRQGRPDLQ7KLVNQRZOHGJHDUHDLQFUHDVHV
WKHVHFXULW\OHYHORILQIRUPDWLRQDQGSRZHURIFU\SWLFDOJRULWKPVE\KHOSLQJFU\SWDQDO\VW,QRUGHUWRVWUHQJWKHQWKH
FU\SWRV\VWHPDXWRPDWHG WRROVFDQEHGHYHORSHG WKDW LQWHOOLJHQWO\H[SORLWVSDWWHUQVDPRQJFLSKHUWH[WSODLQWH[W
NH\ VL]H NH\ OLIH WLPH DQG ORJ RI SDUWLDOO\ UHFRYHUHG SODLQWH[WFLSKHU WH[W GHULYHG NQRZOHGJH &U\SWLF PLQLQJ
GRPDLQDVVXPHV WKDW FLSKHU WH[WVSUHVHQW LQ WKHQHWZRUNRU VWRUHGHQFU\SWHG ILOHVORJVDUHQRWUDQGRPDQG
H[KLELWVVRPHSDWWHUQV7KHVHSDWWHUQVPD\EHXVHIXOWRH[SORLWZHDNQHVVXVLQJPLQLQJDOJRULWKPV
>'HILQLWLRQ@ Cryptic Mining: $ FODVV RI PLQLQJ DOJRULWKPV XVHG VSHFLDOO\ IRU DXGLWLQJ RI D FU\SWRV\VWHP IRU
PHDVXULQJWKHGHJUHHVWUHQJWKDQGZHDNQHVVRIFRQVWLWXHQWDOJRULWKPVDQGWRGHFLGHWKHFODVVRIDOJRULWKPWRZKLFK
LWEHORQJV,WLQFOXGHVGHGLFDWHGDQGVSHFLDOL]HGDOJRULWKPVIRUPLQLQJRQELQDU\GDWDORJRIFLSKHUWH[WDQGRXWSXW
RIDQ\FU\SWRV\VWHP7KHFODVVRIFU\SWLFPLQLQJDOJRULWKPVZRUNVDUHUHVSRQVLEOHWRVXSSRUWIROORZLQJQDwYHWDVNV
4.2.   Cryptic pattern discovery 
,GHDOO\FLSKHUWH[WJHQHUDWHGIURPDQ\FU\SWLFDOJRULWKPPXVWEHUDQGRPLVQDWXUHEXWLQSUDFWLFHLWLVQRWVR
7KH\DUHJHQHUDWHGIURPSVHXGRSURFHVVRUE\VRPHPDWKHPDWLFDOIRUPXODHKDYLQJVRPHSDWWHUQLGHQWLILFDWLRQRI
SDWWHUQV DPRQJ FLSKHUV DQG H[SORLWLQJ RU XVLQJ WKHP ILQGLQJ RXW ZHDNQHVV LQ WKH DOJRULWKP RU SURFHGXUH LV D
FKDOOHQJLQJ WDVN 7KH VHW RI DOJRULWKP IRU LGHQWLILFDWLRQ RI SDWWHUQV RU VHTXHQFH ZLOO EH FRQVLGHUHG  IRU FU\SWLF
SDWWHUQGLVFRYHU\7KHSDWWHUQVLGHQWLILFDWLRQPD\EHXVHIXOLQGLVFRYHULQJUHODWLRQVKLSVDPRQJSODLQWH[WFLSKHUWH[W
NH\JHQHUDWLRQPHFKDQLVPDQGKLVWRULFDOWUHQGVDPRQJWKHVHHOHPHQWVIURPRQHFU\SWRV\VWHPWRRWKHU
4.3.   Cryptic Classification 
7KLVPHFKDQLVP LV XVHIXO IRU JHQHUDWLRQ RI FODVVLILFDWLRQ RI FLSKHU WH[W DQGGLVWLQJXLVKLQJ WKHP WRPLQLPL]H WKH
HIIRUWRIKDFNHUVRUFU\SWDQDO\VWWRGLJLQIRUPDWLRQRIHQFLSKHULQJDOJRULWKPRUUHFRYHUWKHSODLQWH[W2QRWKHUVLGH
LWPD\EHXVHIXOWRFODVVLI\SDFNHWVRIFLSKHUWH[WVDFFRUGLQJWRNH\VSDWWHUQVNH\VL]HDQGW\SHRIFLSKHUWRH[SORLWV
SDWWHUQV RU FRLQFLGHQFH DPRQJ WKHP 2QH SULPH DSSOLFDWLRQ PD\ EH GHYHORSPHQW RI IDVW DQG SUHFLVH PDOZDUH
GHWHFWLRQV\VWHPIRU+RQH\QHWV\VWHP

4.4.   Cryptic association rule  discovery(Cryptic ARM) 
&U\SWLF$50,GHDOO\LWLVDVVXPHGWKDWLQDFU\SWRV\VWHPRQHNH\LVLQGHSHQGHQWIURPRWKHUEXWLQUHDOLW\LWLVQRW
VRVD\LQFDVHRISDUDPHWHUL]HGNH\VVRPHSDUDPHWHUVXVHGLQSUHYLRXVNH\FRQVWUXFWLRQPD\EHXVHGLQSUHVHQW
RUIXWXUHNH\V&U\SWLFDVVRFLDWLRQUXOHGLVFRYHU\PD\EHXVHIXOWRILQGDVVRFLDWLRQUXOHWRLGHQWLI\UHODWLRQVKLSVRU
DVVRFLDWLRQDPRQJNH\VRUDSDUWRINH\DVSDUDPHWHUVJHQHUDWHGLQPXOWLSOHVHVVLRQVDQGGHSHQGHQFLHVWRH[SORUH
WKHIUHTXHQWSDWWHUQVRINH\FRQVWUXFWLRQXVLQJSDUDPHWHUV1RUPDOO\RQHNH\RIWHQJRHVZLWKRXWRWKHUNH\EXWWKHLU
JHQHUDWLRQPD\KDYHFHUWDLQDVVRFLDWLRQGXHWRVRPHIRUPXODRUPHFKDQLVPRINH\JHQHUDWLRQ
4.5.   Cryptic Clustering 
&ODVVLILHG FLSKHUVPD\ EH XVHIXO IRU LGHQWLI\LQJ GHJUHH RIZHDNQHVV LQ FU\SWLF FOXVWHUV LQ WHUPV RI VL]H RI WKHLU
FOXVWHUV%DVHGRQVLPLODULW\RIFU\SWRJUDPVRUFLSKHUVWKHXVHIXOLQIRUPDWLRQFDQEHH[WUDFWHGVXFKDVNH\OHQJWK
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%\JURXSLQJFLSKHUWH[WLQWRVHYHUDOFOXVWHUVEDVHGRQVLPLODULW\RINH\SDWWHUQVNH\OHQJWKFLSKHUW\SHDQGRWKHU
DWWULEXWH ZLOO SURYLGH XVHIXO SDUDPHWHU IRU LGHQWLILFDWLRQ RI ZHDNQHVVHV DQG VWUHQJWK RI FU\SWRV\VWHP FDQ EH
H[SUHVVHGDQGKHQFHLW¶VDXGLWLQJFDQEHGRQH

4.6.   Cryptic forecasting 
%DVHGRQKLVWRULFLQIRUPDWLRQRIFLSKHUORJDQGWUDLQLQJVHWDKDFNLQJRUFU\SWDQDO\VWV\VWHPFDQEHGHYHORSHGWR
IRUHFDVWWKHV\VWHPEHKDYLRUIURPSDVWH[SHULHQFHRINH\V+HQFHIRUPDOO\ZHFDQGHILQH&U\SWLF0LQLQJDVDVHWRI
WHFKQLTXHVWRSURYLGHSUHVHQWSUREDEOHUHODWLRQVKLSVLQSODLQWH[WFLSKHUWH[WRUERWKQRWEDVHGRQFDXVHHIIHFW
UHODWLRQVKLSV0RUHRYHU&U\SWLF0LQLQJPHWKRGVH[SORUHVVLJQLILFDQWUHODWLRQVKLSVQRWMXVWEHWZHHQNH\DQGNH\
OHQJWK EXW DOVR DPRQJ QXPEHU RI SDUDPHWHUV XVHG IRU NH\ FRPSXWDWLRQ NH\ VWUHQJWK FLSKHU WH[WSODLQWH[W
UHODWLRQVKLSDQGUXQQLQJHQFU\SWLRQGHFU\SWLRQNH\FU\SWDQDO\VWKDYHWRILQGRXWFRUUHODWLRQVDQGGHWHUPLQHZKDWLV
VLJQLILFDQW
)XWXUHGLUHFWLRQWRZDUGVV\PPHWULFDQGSDUDPHWHUL]HGFU\SWRV\VWHP

(QDEOLQJ&U\SWDQDO\VWZLWKDGYDQFHGWRROVLVHYHUGHPDQGIRULGHQWLILFDWLRQRIZHDNQHVVDQGIODZVRIFU\SWRV\VWHP
,QSRO\QRPLDOWLPH&U\SWDQDO\VWLVLQWHUHVWHGWRH[WUDFWXVHIXOJXHVVIRUGHWHFWLQJRULJLQDOLQIRUPDWLRQIURPKXJH
FRUSXVRI FLSKHUV&U\SWDQDO\VWPD\KDYHFDSWXUHG ODUJHGDWDEDVHDQGFRUSXV   FRQWDLQLQJYDULHW\RI FLSKHUV DQG
KDVKILOHV:KHQDFLSKHU WH[W LV LQVHUWHG LQWR WKLVGDWDVHW LWPLJKWEHPL[HGZLWKLQRWKHUFLSKHUVJHQHUDWHGIURP
YDULRXV RWKHU VFKHPHV LQFOXGLQJ YDULDWLRQV LQ NH\ VL]H SURWRFRO W\SH RI FLSKHUV JHQHUDWLRQ DOJRULWKP GHJUHH RI
H[SRVXUHVRILQIRUPDWLRQDERXWNH\VSDFHDQGPDQ\RWKHULQIRUPDWLRQUHODWHGWRSODLQWH[WFLSKHUWH[WUHODWLRQVKLS
EHWZHHQWKHP7KHFU\SWDQDO\VWPD\GHYHORSDPHFKDQLVPWKDWZLOOFODVVLI\VRUWJURXSDFFRUGLQJWRFLSKHUW\SH
&RQFOXVLRQ
&U\SWLFPLQLQJ WULHV WR DSSO\ DQGXVH DQDO\VLV RIGDWD IURP VHVVLRQ ORJV LGHQWLILHVSDWWHUQV UHODWHG WR DWWDFNV
)LQGLQJ WKH SUH LQWLPDWLRQ RI DQ DWWDFN FDQ KHOS WR GHYHORS JRRG SUHYHQWLRQ WRRO DQG WHFKQLTXHV DQG VHHLQJ WKH
DFWLRQ DVVRFLDWHGZLWK DQ DWWDFN FDQ KHOS WR ORFDWH YXOQHUDELOLWLHV WR FRQWURO DQG SRVVLEOH GDPDJHV 7KLV FKDSWHU
SUHVHQWVQRYHOVFKHPHVRIVHFXUHLQIRUPDWLRQH[FKDQJHRYHUWKHQHWZRUNWKDWPD\EHXVHIXOIRUZLUHGDQGZLUHOHVV
V\VWHPV$9. DSSURDFK LV FODLPHG WR EH VHFXUHG EXW SDUDPHWHU EDVHG FRPPXQLFDWLRQZRXOG DGG H[WUD VHFXULW\
IHDWXUH LQ WKHV\VWHP$VVRFLDWLRQUXOHIRUSUHGLFWLQJSUREDEOHSDUDPHWHUVIURPSDUDPHWHUVSDFHXVLQJDVVRFLDWLRQ
UXOHPD\SURYLGHKLQWVIRUIXWXUHSDUDPHWHUVWRSUHGLFWNH\%XWVLQFHERWKQXPEHURISDUDPHWHUVDVZHOODVNH\RI
VHVVLRQLVYDULDEOHDQGFKDQJLQJIURPVHVVLRQWRVHVVLRQVRWKHVHFXULW\RIWKHV\VWHPZRXOGQRWEHFRPSURPLVHG
ZLWK WKH DXWRPDWLF YDULDEOH VFKHPH )RU LPSURYHPHQW DQG OHDUQLQJ &U\SWLF PLQLQJ JDLQV WUDLQLQJ GDWDEDVH IRU
PLQLQJIURPYDULRXVVRXUFHV,WWULHVWRDSSO\DQGXVHDQDO\VLVRIGDWDIURPVHVVLRQORJVLGHQWLILHVSDWWHUQVUHODWHGWR
DWWDFNV)LQGLQJWKHSUHLQWLPDWLRQRIDQDWWDFNFDQKHOSWRGHYHORSJRRGSUHYHQWLRQWRRODQGWHFKQLTXHVDQGVHHLQJ
WKHDFWLRQDVVRFLDWHGZLWKDQDWWDFNFDQKHOSORFDWHYXOQHUDELOLWLHVWRFRQWURODQGSRVVLEOHGDPDJHV

5HIHUHQFHV
>@ KWWSWHFKQHWPLFURVRIWFRPHQVOLEUDU\FFDVS[
>@ 6KDOLJUDP 5DPMHHYDQ 6LQJK 7KDNXU´ $ 1RYHO $SSURDFK )RU ,QIRUPDWLRQ 6HFXULW\ :LWK $9. 8VLQJ )LERQDFFL 40DWUL[´
,QWHUQDWLRQDO-RXUQDORI&RPSXWHU	&RPPXQLFDWLRQ7HFKQRORJ\9RO,VVXH
>@ $1$//,2QWKH+DGDPDUG3URGXFWRI)LERQDFFL4QPDWUL[DQG)LERQDFFL4íQPDWUL[ ,QWHUQDWLRQDO-RXUQDORI&RQWHPSRUDU\
0DWKHPDWLFDO6FLHQFHV1R9RO
>@ &KDNUDEDUWL%%KX\DQ$&KRZGKXULDQG&%KXQLD$QRYHODSSURDFKWRZDUGVUHDOL]LQJRSWLPXPGDWD WUDQVIHUDQG$XWRPDWLF
9DULDEOH.H\$9.LQFU\SWRJUDSK\,-&616YROQRS
>@ 6KDOLJUDP3UDMDSDW'5DMSXW567KDNXU7LPHYDULDQWDSSURDFKWRZDUGVV\PPHWULF.H\6$,/RQGRQ,(((33
>@ :'LIIHDQG0DUWLQ(+HOOPDQ([KDXVWLYH&U\SWDQDO\VLVRIWKH1%6'DWDHQFU\SWLRQVWDQGDUG,(((&RPSXWHU-XQHS

209 Shaligram Prajapat and Ramjeevan Singh Thakur /  Procedia Computer Science  78 ( 2016 )  199 – 209 
>@ 3&KDNUDEDUWL $SSOLFDWLRQ RI$XWRPDWLF9DULDEOH.H\ $9. LQ56$ ,QWHUQDWLRQDO -RXUQDO+,77UDQVDFWLRQV RQ(&&19RO 
1R
>@ &7%KXQLD$SSOLFDWLRQRI$9.DQGVHOHFWLYHHQFU\SWLRQLQLPSURYLQJSHUIRUPDQFHRITXDQWXPFU\SWRJUDSK\DQGQHWZRUN
>@ 0DWW%OD]HHWDO0LQLPDO.H\/HQJWKVIRU6\PPHWULF&LSKHUVWR3URYLGH$GHTXDWH&RPPHUFLDO6HFXULW\$5HSRUWE\DQ$G+RF
*URXSRI&U\SWRJUDSKHUVDQG&RPSXWHU6FLHQWLVWV
>@ 6WDNKRY$3)LERQDFFLPDWULFHVDJHQHUDOL]DWLRQRIWKHµ&DVVLQLIRUPXOD¶DQGDQHZFRGLQJWKHRU\&KDRV6ROXWLRQV	)UDFWDOVYRO
QRS±2FW
>@ 0D[LPH )HUQiQGH] *ORULD 'LD] $OEHUWR &RVPH ,UWDOLV 1HJUyQ 3ULVFLOOD  1HJUyQ $OIUHGR &U\SWRJUDSK\ DOJRULWKPV DQG
VHFXULW\DSSOLFDWLRQV7KH,(((&RPSXWHU6RFLHW\¶V6WXGHQW9RO1R)DOO
>@ $ 1DGHHP DQG 0 < -DYHG $ SHUIRUPDQFH FRPSDULVRQ RI GDWD HQFU\SWLRQ DOJRULWKPV ,QIRUPDWLRQ DQG &RPPXQLFDWLRQ
7HFKQRORJLHV,&,&7S±
>@ 'LDD6DODPD$EGXO(OPLQDDPHW DO3HUIRUPDQFH(YDOXDWLRQRI6\PPHWULF(QFU\SWLRQ$OJRULWKP ,-&6069RO 1R'HF

>@ '(OPLQDDP+.DGHUDQG0+DGKRXG3HUIRUPDQFH(YDOXDWLRQRI6\PPHWULF(QFU\SWLRQ$OJRULWKPVRQ3RZHU&RQVXPSWLRQIRU
:LUHOHVV'HYLFHV,QWHUQDWLRQDO-RXUQDORI&RPSXWHU7KHRU\DQG(QJLQHHULQJYROQRS±
>@ 6KDOLJUDP3UDMDSDW 6DFKLQ6D[HQD$PEHU-DLQ567KDNXU³,PSOHPHQWDWLRQRI,QIRUPDWLRQ6HFXULW\:LWK)LERQDFFL4PDWUL[´
3URFHHGLQJVRI ,QWHUQDWLRQDO&RQIHUHQFHRQ  ,QWHUQDWLRQDO-RXUQDORI(OHFWURQLFV&RPPXQLFDWLRQDQG&RPSXWHU(QJLQHHULQJ ,661
%3/&(
>@ 6KDOLJUDP 3UDMDSDW66ZDPL% 6LQJUROL5 6 7KDNXU $ 6KDUPD' 5DMSXW ³6SDUVH DSSURDFK IRU UHDOL]LQJ$9. IRU 6\PPHWULF
.H\´,5&(60'XEDL8$(,-5'(733
>@ 6KHOGRQ05RVV³,QWURGXFWLRQWR3UREDELOLW\PRGHOV´WKHGLWLRQSS
>@ 6KDOLJUDP 3UDMDSDW 567KDNXU 0DUNRY $QDO\VLV RI $9. $SSURDFK RI 6\PPHWULF .H\ %DVHG &U\SWRV\VWHP  &RPSXWDWLRQDO
6FLHQFH DQG ,WV $SSOLFDWLRQV ,&&6$  6SULQJHU /1&6 9ROXPH   SS  -XQ  GRL 
B,6%1DQG
>@ 6KDOLJUDP3UDMDSDW567KDNXU&U\SWLF0LQLQJ$VVRFLDWLRQ5XOHV([WUDFWLRQV8VLQJ6HVVLRQ/RJ&RPSXWDWLRQDO6FLHQFHDQG,WV
$SSOLFDWLRQV,&&6$6SULQJHU/1&69ROXPHSS-XQGRLB
>@ 6KDOLJUDP 3UDMDSDW*3DUPDU567KDNXU 7RZDUGV LQYHVWLJDWLRQ RI HIILFLHQW &U\SWRV\VWHP XVLQJ 6JFU\SWHU ,QWHUQDWLRQDO
&RQIHUHQFHRQ&RPSXWLQJ3DUDGLJPV,&&3,-$(5-RXUQDO9ROXPHLVVXH
>@ 6KDOLJUDP 3UDMDSDW $ 7KDNXU . 0DKHVKZDUL DQG 5DPMHHYDQ 6LQJK 7KDNXU ³&U\SWLF 0LQLQJ LQ /LJKW RI $UWLILFLDO
,QWHOOLJHQFH´&RQIHUHQFH$&&13XEOLVKHG,Q6HFRQG,QWHUQDWLRQDO&RQIHUHQFH2Q$GYDQFHV,Q&RPSXWLQJ&RQWURO$QG1HWZRUNLQJ
$&&1'LJLWDO2EMHFW,GHQWLILHU3XEOLFDWLRQ<HDU3DJHV±
>@ 6KDOLJUDP 3UDMDSDW $ 7KDNXU . 0DKHVKZDUL DQG 5DPMHHYDQ 6LQJK 7KDNXU ,-$&6$    '2, 
,-$&6$$UWLFOH3XEOLVKHGLQ,QWHUQDWLRQDO-RXUQDORI$GYDQFHG&RPSXWHU6FLHQFHDQG$SSOLFDWLRQV,-$&6$9ROXPH
,VVXH
>@ 6KDOLJUDP3UDMDSDW5&KDXGKDU\$.KDQ65DLNZDU567KDNXU9DULRXV$11DSSURDFKHVWRZDUGVFU\SWDQDO\VLV,&,&6,7
$XJ
>@ 6KDOLJUDP 3UDMDSDW 56 7KDNXU 6WRFKDVWLF DQGPDUNRY DQDO\VLV RI$9. EDVHG FU\SWRV\VWHP ,((( ,&&&&0,70 DQG
,-6516&-DQ

